Patching ESX/ESXi Hosts Using VMware Update Manager
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Fie Edit View Inventory Administration Plugdns Help

a E |E: Home b & Solutions and Applications 1> @ Update Manager [ (5] SERVER-VCENTER |w2-55':‘:".e‘::- ¥ ‘Q‘

Update Manager Administration for SERVER-VCENTER

Getting Started | Baselines and Groups Qe ULME N Events  Motifications | Patch Repository ' ESXi Images VA Upgrades

Settings Network Connectivity Compliance View

+  Network Connectivity

. Client Communication with the Update Manager Server
Download Settings

Download Schedule SOAP port: Isusq

MNotification Check Schedule

Virtual Machine Settings Update Manager patch store used by the ESX and ESXi hosts

ESX Host{Cluster Settings Server port (range: 80, 9000-2100): I9084
vApp Settings

IP address or host name for the patch store: IJQZ. 168.50.12 ﬂ

4k, For dient communication, the vSphere Client must be able to access the
specified ports on the Update Manager server. For patch transfers,
ESX hosts must be able to access the specified ports on the Update Manager
server. VMware vSphere Update Manager restart is required for these changes to

take effect,
If there are any firewalls, they must be canfigured to allow traffic through these
ports.
Apply
www.vkemel.ro/blog
] Tasks @ Alarms | |VKERNEL\administrator %
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SERVER-VCENTER - vSphere Client -10) %]

B ‘E} Home b [ Solutions and Appications b @ UpdateManager b (5) SERVER-VCENTER |ﬁ B Search Inventory |Q‘

Events ' Notifications ' Patch Repository ' ESXi Images ' VA Upgrades

Settings Download Settings: Compliance View

Network Connectivity
Download Sources

Download Settings % Direct connection to Internet - download new patches and VA uparades either at intervals specified in Download  Add Download Source...

Download Schedule Schedule or immediately by clicking the Download Now button below
Notfication Check Schedule
Enabled | UndateType | Component | Download Source | Deseription [co
Virtual Machine Settings ¥ VMware ESX hiips./hostupdate vmware comisoftware/VUMP__ Download vSphereESXi and ESX paiches__ Co
ES¥ Host/Cluster Settings T VMware ESX htips:iivrvw.vmwrare.com/PatchManagementSyst. Download ESX 3x palches Co
¥ Ccustom ESX https:ihostupdate.vmware.comisoftwarstVUMP.. DownloadvSphere ESX and ESX paiches  Co
vApD Settings M VMware VAS hitp:/ivapp-updates.vmware.comivai-cataloginde.. Download virtual appliance upgrades Co

4] | |

" Use a shared repository What's this?

| idate URL DowrloadNow [} #oply

Note: you can also Import Patches manually from alocal .zip fie

Proxy Settings

™ Use proxy IT Proxy requires authentication

proxy: | Username: [

Port: IU— Password: I
www.vkernel.ro/blog Test Connection Aoy

7 Tasks @ Mams | [VKERNEL\administrator 7

Name | Target | Status | Details | Tnitiated by | vCenter Server
@ Download patch definitions @ SERVER-VCENTER 66% [ ) Downloading patch definitions for B VKERNEL\administrator @ SERVER-VCENTER.

www.vkemel.ro/blog
< | ol
FTasks @ Alarms | [VKERNEL\agministrator %
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Eile Edit View Inventory Administration FElug-ns Help

a E ‘Eﬁ Home bl Solutions and Applications b @ Update Manager | [l SERVER-VCENTER ‘w Search Inventory |Q|

Update Manager Administration for SERVER-VCENTER

Getting Started ' Baselines and Groups ~ Configuration ' Events = Notifications [EEIGEELIIGLA ESX Images ' VA Upgrades

Patch Name, Product, Release Date, Type, Severity, Categary, Impact, Vendor or Patch ID contains: Advanced.. Clear Import Patches  Compliance View

Patch Mame ‘Produd ‘Release Date |Type |Se'venty |Categcry |Impact ‘Vendor ‘Patch D |Basel|nes \ﬂ
Cisco Nexus 1000V VEM embeddedEsx 5.0.0 1/21/2012 2:10:34.. Host Bdt... Important  Enhancement Cisco Sys.. VEM500-...
Cisco Nexus 1000V 4.2(1)5v1(5.1) embeddedEsx 5.0.0 2f14/2012 7:00:57.. Host Bxt... Important Enhancement Cisco Sys.

Updates the VMware ESX 4.0 SCSIIpfc820 device driver  esx 4.0.0 6£10/2010 11:00:0.. Update Critical Other Reboot, Main... VMware, ..

Updates the VMware ESX 4.0 ATA libata device driver esx 4.0.0 6/10/2010 11:00:0.. Update Critical Other Reboot, Main... WMware, ..

Updates the ESX 4.0 Megaraid 545 device driver esx 4.0.0 6£10/2010 11:00:0.. Update Critical Other Reboot, Main.. VMware, ..
Updatestzdata esx 4.0.0 6£10/2010 11:00:0.. Update Moderate  Other WMware, ..

Updates the ESX 4.0 pam_passwdaqc rpm esx4.0.0 6/10/2010 11:00:0.. Update Moderate  Other WMware, ..

Updates the ESX 4.0 initscripts rpm esx 4.0.0 6£10/2010 11:00:0.. Update Critical Other VMware, ..

Updates the ESX 4.0 Web Access components esx 4.0.0 6£10/2010 11:00:0.. Update Critical Other WMware, ..

Updates the VMware ESX 4.0 EHCI HCD device driver esx4.0.0 6/10/2010 11:00:0.. Update Critical Other Reboot, Main... VMware, ..

Updates Apps, CIM, Scripts,VMware Tools esx 4.0.0 930/2010 11:00: Patch Critical Security Reboot, Main... VMware, ..

Updates GNU cpiopackage esx 4.0.0 8/30/2010 11:00:0.. Patch Critical Security

Updates SCSI Driver for QLogicFC esx 4.0.0 7/9/2009 11:00:00.. Patch Critical Other Rebaoot, Main...

Updates KerberosRPMs esx 4.0.0 8/30/2010 11:00: Patch Critical Security Reboot, Main... WMware, ..

Updates Tar package esx 4.0.0 9/30/2010 11:00: Patch Critical Security VMware, ..

Updates N55_db package esx4.0.0 9/30/2010 11:00:0.. Patch Critical Security VMware, ..

Updates OpenLDAP and OpenLDAP-client esx 4.0.0 8/30/2010 11:00:0.. Patch Critical Security WMware, ..

Updates cURL RFM esx 4.0.0 9f30/2010 11:00:0.. Patch Critical Security VMware, ..

Updates sudo package esx4.0.0 9/30/2010 11:00:0.. Patch Critical Security VMware, ..

Updates Perl RPM esx4.0.0 9/30/2010 11:00:0.. Patch Critical Security WMware, ..

Updates Ciscofnic driver esx 4.0.0 9f30/2010 11:00:0.. Patch Critical Other Reboot, Main.. VMware, ..

Updates VMkernel, CIM, Scripts, and VMX esx 4.0.0 1/4/2011 10:00:00.. Patch Critical Security Reboot, Main... VMware, ..

Updates OpenLDAP and OpenLDAP-clients esx4.0.0 1/4/2011 10:00:00.. Patch Critical Security Reboot, Main... VMware, ..
WWW?VkE'melrro/blog esx4.0.0 7/9/2009 11:00:00.. Patch Critical Other HostdRestart

7 Tasks @ Alarms | [VKERNEL\administrator %
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File Edit View Inventory Administration Plug-ins Help

|E} Home [ leJ Solutions and Applications | (& Update Manager = @ SERVER-VCENTER | ﬂ Search Inventory |Q;|

Update Manager Administration for SERVER-VCENTER

Getting Started  EEHENEUREG R Configuration | Events | Notifications | Patch Repository | ESXi Images | VAUpgrades

View Baselines for: |Hosts  VMs/VAs Compliance View
Baselines Create,,. Edit... Delete Baseline Groups Create.,. Edit... Delete
|Base|ine Mame |Content |Type |Compo... | Last Mo. | Group Name ‘Component |
E Critical Host Patches (Predefined) 214 Dynamic HostPat... 8/30/201.
["EjNon-Critical HostPatches (Predefined) 155 Dynamic_Host Pat... 630/201.. |
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Baseline Name and Type
Enter a unigue name and select the baseline type.

Baseline Name and Type —Baseline Name and Description
ns

Name: IPah\:h ESYi § hosts

Description: :I

—Baseline Type

Hest Baselines VA Baselines
¥ HostPatch = VA Upgrade

" Host Extension

" Host Upgrade

Host Patch baselines contain patches to apply to a host or set of hosts based on applicability. If
the baseline contains patches for software that is not installed on a particular host, the patch will
be ignored for that host.

= Back | Mext = I Cancel |

www.vkemel.ro/blog Y.

Help |
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Patch Options
Select the type of patch baseling that you want to use.

Baseline Name and Type
Patch Options Select a dynamic or fixed baseline.

1 Fixed
Fixed baselines remain the same even if new patches are added to the repository.
* Dynamic

Dynamic baselines are updated when new patches meeting the specified criteria are
added to the repository.

Hel < Back Next > I Cancel
Llwww.vkernel.rofblog = | [ =

4

ol 90 05 o plsl ESXIESXI slacwles 4 a>45 L, 5,5 18 Baseline ol o <l 1,8 a5 slUpdate g4 bl

5,5 0 y50 ESXS (sl llUpdate  oles Jlo

=

Dynamic Baseline Criteria
The following criteria determine the patches induded in this baseline

Baseline Name and Type Enter specific criteria to determine the set of patches induded in the dynamic baseline. The set will contain
Patch Options only the patches that match all fields.

Criteria
P Patch Vendor: Product:
Any

Cisco Systems, Inc,
VMware, Inc. embeddedEsx 4.0.0
AMCC embeddedEsx 4.1.0
Meterion esx 4.0.0

Severity: Release Date:

™ onor After I Saturday , June 30, 2012 j
Moderate
Important
Critical

Category: 28 patches match the selected ariteria. Click Mext to view patch

cetals.
Security

BugFix

Enhancement

Other

Help < Back | Mext > I Cancel |

www.vkernel.ro/blog y

™ onor Before I Saturday , June 30, 2012 j
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Patches to Exclude

Select patches to excude from the dynamic baseline. If you want to keep all dynamic patches listed in the table, dick Next.
To change the dynamic baseline criteria, dick Back.

There are 28 patches in this dynamic baseline matching the criteria on the previous page. Select patches that
you want to permanently EXCLUDE from this baseline. Double-dick a patch for details.

Patch Name, Product or Type contains: - I Advanced... Clear

|Produc:1 |Release Date |Type |Sever\ty =
embeddedEsx .. 1/21/2012 2:10:3... Host Exte.. Importan

Baseline Mame and Type
Patch Options

Criteria

Patches to Exclude
Additional Patches
Ready to Complete

Patch Name
X  Cisco Nexus 1000V VEM

X Cisco Mexus 1000V 4.2(1)3V1(5.1) embeddedEsx .. 214/2012 T:00:5... HostExte.. Importan,
Updates esx-base embeddedEsx .. 313/2011 11:00:... Patch Impaortan
Updates tools-light embeddedEsx .. 313/2011 11:00:... Patch Moderate
Updates esx-base embeddedEsx .. 11/3/2011 10:00.... Patch Importar
Updates esx-base embeddedEsx .. 12/15/2011 10:00... Patch Impaortar
Updates tools-light embeddedEsx .. 12/15/2011 10:00... Patch Impaortan

Updates net-e1000 and net-e1000e embeddedEsx .. 12/15/2011 10:00... Patch

. Importan >
| | »
W A
Patches to Exdude _I_I

Patch Mame Product |Release Date |Type

| Severity

|Category |Impact

Cisco Nexus 1000V VEM embeddedEsx... 1/21/2012 2:10:...
Cisco Nexus 1000V 4... embeddedEsx... 2{14/2012 7:00:...

Host Ext... Important Enhance...
Host Ext... Important Enhance...

1 |
< Back | Mext = I

Help |

Cancel |

4

www.vkernel.ro/blog

Dynamic < ,ai axaS a5 o slen 0,5 adlsl Baseling o |, ol 5 <ol sloPatch =, ol o caond ol 5o

D4 o0 ol | Baseline

New Baseline

Additional Patches
Select additional patches to indude in the dynamic baseline.

=lol x|

There are 341 remaining patches in the patch repository. Select the patches you want to permanently INCLUDE
in this baseline. Double-dlick a patch for details.

Patch Mame, Product or Type contains: = I Advanced... Clear

Baseline Mame and Type
Patch Options

Criteria

Patches to Exdude

Add'rtinm:il Patches Patch Mame Product |Re|ease Date |Type | Severity Iﬂ
Ready to Complet= Updates VMX esx 4.0.0 7/8/2008 11:00:0... Patch Critical
Updates ESX Scripts esx 4.0.0 792009 11:00:0... Paich Critical
Updates VMware Tools esx 4.0.0 7/8/2009 11:00:0... Patch Moderate
Updates CIM esx 4.00 718/2009 11:00:0... Patch Critical
Updates krb& and pam_krks esx 4.0.0 719/2009 11:00:0... Patch Critical
Updates sudo esx 4.0.0 T9/2008 11:00:0... Patch Critical
Updates curl esx 4.0.0 TI8/2009 11:00:0... Paich Critical
I Updates SCSI DriverforQLogic FC esx 4.0.0 TII’EfZDDB 11:00:0... Patch Critical _lJ
4 *

[2[=]

Fixed Patches to Add

Patch Name Product |ReleaseDate [Type  |Severity |Category |Impact

< | i

Help <Back | Mext = I Cancel |
www.vkernel.ro/blog o
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=
Ready to Complete
Review the settings before you complete the wizard.

Baseline Name and Type Review your selection for updates for this baseline and click Finish. To change this baseling, click Back.
Patch Options
Criteria

Patches to Excude
Additional Patches

Baseline Name: Patch ESXi 5 hosts
Baseline Type: Host Patch

Severity: Any
Ready to Complete Category: Any
Product: embeddedEsx 5.0.0
Vendor: Any
Patches:

Patches matching criteria cumrently in the repository
= Patches matching criteria to exclude

Cisco MNexus 1000V VEM

Cisco Nexus 1000V 4,2(1)sv1(5.1)

Help |

< Back

www.vkernel.ro/blog

D¢ o0 SIS Compliance View g, » ESX cosle iz b G s o] 4 by e slaUpdate 5 Baseling aees sl »

rF SERVER-VCENTER - vSphere Client - Dlﬂ

File Edit View Inventory Administration Plugdns Help

E Q |E} Home I &j Solutions and Applications [ @ Update Manager b 5] SERVER-VCENTER |ﬁ- & Search Inventory ‘Q|

Update Manager Administration for SERVER-VCENTER

Getting Started EEEENEEUERCTER Configuration | Events | Motifications | Patch Repository | ESXi Images | VA Upgrades

View Baselines for: [Hosts VMs/VAs
Baselines i Edit... Delete Baseline Groups Create... Edit... Delete
|Ease|ir|e Mame ‘Comem Type Compo... | Last Mo Group Name |Cnmponant |
ﬁ Critical Host Patches (Predefined) 214 Dynamic Host Pat... 6/30/201
@ Non-Critical Host Patches (Predefined) 1586 Dynamic Host Pat... 6/30/201..

[TRPatch ESXi 5 hosts 2% Dynamic.. Host Pat._. &/30/201

www.vkernel.ro/blog
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[ SERVER-VCENTER - vSphere Client =10l x|

File Edit View Inventory Administration Plug-ns Help
‘E} Home b g5 Inventory b [l Hosts and Clusters
e EE LR

El [} SERVER-VCENTER vKernelRO
5
= [ esxl.vkernellocal
% xz:jg; MName contains: Clear  Sca Attach... Help  Admin View
= [ esx.vkernellocal
5 SRV-001
H esx3.vkernellocal
E esxd.vkernellocal

Getting Started = Summary | Virtual Machines ' Hosts ' IP Pools | Performance ' Tasks &Events ' Alarms | Pen

HostCompliance |# Hosts‘

Attached Baseline Groups - Aftached Baselines - |Type

No Baselines
Attached

www.vkernel.ro/blgg

e, . S~ ™

S

Sy oo SAS AACH 4aS's (59, 5 99 0 ol Ll 550 Baseline ,Attach Baseline o =, ,o

[« Attach Baseline or Group =10l x|

Select the Baseline or Baseline Group that you want to attach to vKernelRO,

Individual Baselines by Type Create Baseline...
Mame Type
= Patch Baselines
| ﬁ Critical Host Patches (Predefined) Hest Patch
| ﬁ Mon-Critical Host Patches (Predefined) Hest Patch
ird ﬁ Patch ESXi 5 hosts Haost Patch

Extension Baselines
Upgrade Baselines

Baseline Groups Create Baseline Group...
Mame Type
Help Attach Cancel |
www.vkernel.ro/blog y
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Sy el

(<) SERVER-VCENTER - vSphere Client =101 x|
Fle Edit View Ioventory Administation Plug-ns Help
(<= ‘E} Home b g Inventory b [l Hosts and Custers | Gay se=rch Inventory [a]
ooa " T8 L @
] [5) SERVER-VCENTER vKernelRO
= vKernelRO
o [ esxlvkemetiocal Getting Started " Summary | Virtual Machines [Hosts | TP Pools | Performance | Tasks &Events | Alarms Permissions | Maps | Storage Views
@ wsk-001 ]
WSK-002 Name contains: Clear  Scan... AMach.. Help  Admin View
2.vkernel local
=l ESKSRV:DEI focd Atached Baseline Groups . | Aftached Baselines = ‘Twe ‘ Host Compliance ‘,Hmsl
[ esx3vkemellocal D Al Groups and Baselines S 2 »| | Al Applicable Hosis 2
B esxd.vkemellocal & Patch ESXi 5 hosts Patch & Non-Compliant 4
& Incompatitle 0
@ Unknown o
+ Compliant 0

0%
Compliant

Al Groups and Independent Baselines > All > & Non-Compliant and & Incompatible and @ Unknown and ...

Host Mame ~ | Patches |Upgrades  |Extensions | Attached Baselines Last Patch Scan Time

L] esx1.vkernel.local Nen-Compliant (1) Patch ESXi 5 hosts 6/30/2012 3:01:35 PM
[ esx2.vkernel.local Mon-Compliart (1) Patch ESXi 5 hosts 6/30/2012 3:01:35 PM
[ esx3.vkernel.local Mon-Compliart (1) Patch ESXi 5 hosts 6/30/2012 3:01:35 PM
E esx.vkernel.local Non-Compliart (1) Patch ESXi 5 hosts 6i30/2012 3:01:35 PM

www.vkernel.ro/blog e st |

& Tasks @ Alarms | [VKERNELiadministrator

iile oo (Bb yuadS (o amio (pl Sleglass
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Remediation Selection
Select the target objects of your remediation.

[ Remediation Sclection | Select the baselines or bassline aroups to remediate.
Patches and Extensions

Schedule Baseline and T Baselines
Host Remediation Options | Name | {# [name - |Type |
Ready to Complete Baseline Groups | [¥_Patch ESXi 5 hosts Host Patches |

Individual Baselines by Type
(& Patch Baselines

[ | Host -+ | version | Patches Extensions Upgrades |
[ [ esxivkemellocal  VMware ESXi 5.0.0 26 (0 staged) |
[ [ esx2vkernel local WVMware ESXi 5.0.0 26 (0 staged)
I E esx3.vkernel.local VMware ESXi 5.0.0 26 (0 staged)
@ [ esxdvkemellocal  VMware ESX 500 26 (0 staged)

www.vkernel.ro/jblog

Help ZBack mextz [ concel |

A

YR ua:h....a ESXi 6LCDWLQ )L..a Sjy90 db‘;b))g) Le) Ao U"‘ 3o

-iix
Patches and Extensions
Select the specific patches and extensions that you want to apply.
Pemediation Selection Your remediation includes a dynamic baseline. The exact list of applicable patches might change before remediation occurs. Even if the list does
mﬂons change, any patch that you exdude now will not be applied.
Schedule
Host Remediation Options Patch Name, Type or Vendor contains: - Clear
Ready to Complete ¥ | Patch Name |Type ‘ Severity |Calegerv Impact | Release Date |# Hosts = |
[¥ Updates esx-hase Patch Important BuagFix Reboot 9f13/2011 11:00... &3 4
¥ Updates tools-light Patch Moderate Enhancement 9f13/2011 11:00... & 4
[¥ Updates esx-base Patch Important BugFix Reboot 11/3/2011 10:00... &P 4
¥ Updates esx-base Patch Important Security Reboot 12/15/2011 10:0... €@ 4
¥ Updates tools-light Patch Important BugFix 12/15/2011 10:0... & 4
[¥ Updates net-1000 and net-e1000e  Patch Important Security Reboot, Ma... 12/15/2011 10:0... & 4
[ Updates misc-drivers Patch Low BugFix Reboot 12/15/2011 10:0... € 4
¥ Updates net-be2net Patch Low BuagFix Reboot, Ma... 12/15/2011 10:0... & 4
[¥ Updates the ESXi 5.0 esx-base vib Patch Important Security Reboot 3f15/2012 10:00... &4
[¥ Updates the ESXi5.0 tools-lightvib  Patch Moderate Security 3/15/2012 10:00... &P 4
[¥ Updates the ESXi 5.0 net-e1000e vib  Patch Important Security Reboot, Ma... 3/15/2012 10:00... € 4
[¥ Updates the ESXi 5.0 esx-base vib Update Critical BugFix Reboot 3f15/2012 10:00... &4
[¥ Updates the ESXi5.0 tools-lightvib  Update Important BugFix 3/15/2012 10:00... &P 4
[ Updates the ESXi 5.0 ehci-ehci-hcd vib Update Important BugFix Reboot, Ma... 3/15/2012 10:00... €3 4
[¥ Updates ESXi 5.0 scsi-megaraid-sas ... Update Important Enhancement Reboot, Ma... 3/15/2012 10:00... & 4
[¥ Updates the ESXi 5.0 misc-drivers vib Update Important BugFix Reboot 3f15/2012 10:00... & 4
[¥ Updates the ESXi 5.0 sata vibs Update Important BugFix Reboot, Ma... 3/15/2012 10:00... & 4
¥ Updates the ESXi 5.0 net-e1000e vib  Update Important Enhancement Reboot, Ma... 3/15/2012 10:00... &3 4
[¥ Updates the ESXi 5.0 scsi-rste vib Update Important BugFix Reboot, Ma... 3/15/2012 10:00... & 4
[¥ Updates the ESXi 5.0 net-nx-nic vib Update Important BugFix Reboot, Ma... 3/15/2012 10:00... & 4
[¥ Updates the ESXi 5.0 scsi-mpt2sas d... Update Important BugFix Reboot, Ma... 3/15/2012 10:00... & 4
[¥ Updates the ESXi 5.0 scsi-aacraid dri... Update Important BugFix Reboot, Ma... 3/15/2012 10:00... & 4 e
¥ Updates VMware Tools Patch Important BugFix 4f12/2012 11:00... € 4
[V Updates esx-base Patch Critical Security Reboot 5/3/2012 11:00:... €94 —'_I
Ll |
Help < Back | MNext > I Cancel I
www.vkemel.ro/blog s
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=
Schedule
Spedify the time of the remediation task,

Remediation Selection
Patches and Extensions
Schedule

Task Name: [Patch ES¥i 5 hosts

Task Description: IPatd'nng new hosts in the datacenter|

Pemed

1 Time:
Remediate the selected hosts:

& Immediately

C Attme: | 6/30/2012 6:50:00 FM =l

Help < Back | Next = I Cancel |

www.vkernel.ro/blog Y

&l slaisle Power State wul ,wigd co Sluyjsy 4 ley SO 0 00l 35 0 slacule solod bryl jo aSul 4y az g b

3,005 3925 by T JWl (sl (6,500 Conl g 1S ed |y o 0isd (igels Sle 4y g oS s

=T

Host Remediation Options
Specify the maintenance mode options of the remediation task.

Remediation Selection —Maintenance Mode Options:
Patches and Extensions 1. These options also apply to hosts in dusters,
Schedule
Host Remediation Options Before host remediation, ESX/ESXi hosts might need to enter maintenance mode. Virtual machines and virtual appliances must be shut

down or migrated. To reduce the host remediation downtime, you can select to shut down or suspend the virtual machines and
appliances before remediation from the drop-down menu below.

Power state: ual machines

¥ Retry entering maintenance mode in case of faiure
Retry delay: 5 = |minutes vl
Number of retries: |3 3:

I™ Disable any removable media devices connected to the virtual machines on the host.

—ES¥Xi 5.x Patch Settings

I™ Enable patch remediation of powered on PXE booted ESXi hosts

1. PXE booted ESXi hosts revert to their original state after a reboot. To keep new software and patches on stateless hosts after a
reboot, use a PXE boot image that contains the updates.

N [ —
Help | < Back | Next > I Cancel |

www.vkernel.ro/blog
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Sg el Slyse, a0 018 B 0sd o bl Finish «.5s Ready to Complete ax=as o

i
Ready to Complete
Review the remediation settings before you complete the wizard.
Remediation Selection Datacenter: vKkerneRO
Patches and Extensions Scheduling: Task Mame - Patch ESXi 5 hosts
Schedule Remediate immediately
Host Remediation Options Maintenance Mode Options:  Power Off virtual machines
Ready to Complete Retry
Retry every 5 Minutes
3 Retries
= Patch Baselines (1)
Patch ESXi 5 hosts
Patches (26)
el <Back el |
www.vkernel.ro/blog Y

30,5 sglils VMware Repository ;i asb Patch o 1,5 aiS o Jsb (Sow Sldes 0y

SERVER-VCENTER - vSphere Client - X
h 1 jm]
File Edit View Inventory Administration Plugdins Help
|Q Home [ g§] Inventory b @ Hosts and Clusters |W Search Inventory |Q|
L
=l [:) SERVER-VCENTER vKernelRO
E
= E esx1vkernel local ummary ' Virtual Machines ' Hosts ' IP Pools &Events  Alarms ' Permissions ' Maps ' Storage Views JULLERCREELEGRED
WSK-001
g WSK-002 Name contains: Clear  Scan...  Attach... Help  Admin View
2. vkernel local
= E gsk\:onel L Attached Baseline Groups - ‘ Attached Baselines - ‘Typa | HostCompliance |# Hos?s|
@ essdukernellocal & Al Groups and Bassiines > S »| | [ AnApplicable Hoss 4
[[ esxd.vkernellocal & Patch ESXi 5 hosts Patch € Non-Compliant 4
A Incompatible 1]
@ Unknown 1]
" Compliant 1]
All Groups and Independent Baselines > Al > & NonC i and A& ible and @ and ...
Host Name - | Patches | Upgrades | Extensions ‘Aﬂﬁchad Baselines Last Patch Sean Time |~
Q esx1.vkernel.local €3 Non-Compliant (1) Patch ESXi & hosts 613012012 3:01:35 PM
E esx2.vkernel.local €3 Non-Compliant (1) Patch ESXi 5 hosts 8/30/2012 3:01:35 PM
E esx3.vkernel local 3 Non-Compliant (1) Patch ESXi 5 hosts 6i30/2012 3:01:35 PM LI
B i B —r— Y ——— Ry a—— FmAmnAn A Ar Tl
Hide Hosts | [jlstage... | @E;ediabem |

Recent Tasks Hame, Target or Status contsins: - Clear X%

Name | Target | Status ‘ Details | Initiated by | wCenter Server

¥ Remediate entity vKernelRQ 16% @ WKERNEL\administrator [ SERVER-VCENTER
www.vkemel.ro/blog

1] |
] Tasks @ Alarms | [VKERNEL'administrator g
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SERVER-VCENTER - vSphere Client

=] 3|
File Edit View Inventory Administration Plug-ns Help
a E |Q Home b gF] Inventory b [3] Hostsand Clusters |w Search Inventory |Q|

[ G = S Y < )

El [ SERVER-VCENTER vKernelRO
= vKernelRQ
=] E s 1vkernel.local (mail [uUC) Virtual Machines | Hosts | IP Pools | Performance | Tasks &Events | Alarms | Permissions | Maps ' Storage Views QUGLEICIUFIERES
& wsk-001 .
&1 wsk-002 Name contains: Clear  Scan...  Attach... Help  Admin View
esx2.vkernel.local {mail
=] E @ SRY-001 { Attached Baseline Groups - | Aftached Baselines - |Type ‘ HostCompliance |# Hosisl
B ess3.vkerellocal (mait &5 Al Groups and | |2 b | AlApplicable Hosts 4 |
B esxdvkernellocal (mail € Patch ESXi 5 hosts Patch € Non-Gompliant 4
&, Incompatible [1]
(@ Unknown 1]
" Compliant 1]
All Groups and Independent Baselines > All > & Non-C and A& and @ L and
Host Mame - | Patches | Upgrades |Extensiun5 |Ntal:hed Baselines ‘ Last Patch Scan Time =
[ esxl.vkernel.local & Non-Compliant (1) Patch ESXi5 hosts 8/30/2012 7:04:10 PM
2 esx2.vkernel.local &3 Non-Compliant (1) Patch ESXi 5 hosts 6/30/2012 7:04:10 PM
2 esxd.vkernel local &3 Non-Compliant (1) Patch ESXi5 hosts 6/30/2012 7:04:10 PM LI
P ———) TP ———— TNy mmmman A
Hide Hosts Stage... ediate. ..
J — [Jstage... | _grencdate.. |
Recent Tasks www_vkqme]_ro/b]og Name, Target or Status contains: ~ | Clear %
Name | Target | status | Details | Initiated by | vCenter Server ;I
@ Enter maintenance mode Q esxivkernellocl @ Complated com.wmwaare.vcintegrity @ SERVER-VCENT
@ Enter maintenance mode B esxdvkernellocal @ Completed com.vmware.vcintegrity @ SER\;’ER-\/CE!\I'IJ
@ Check new notifications g] SERVER-VCENTER & Completed WMware vSphere Update ... @ SERVER-VCENT
¥9 Power OFf virtual machine G wsK-002 & Completed com.vmware.vcIntegrity (& SERVER-VCENTT
4| | r
] Tasks @ Alarms | [VKERNEL\zdministrator %
5 strverveemmen vepherecuene L=
File Edit View Inventory Administration Plug-ns Help
|Eﬁ Home b g§] Inventory b [Fl Hostsand Clusters |w Search Inventory |Q|

O E T RN G

Bl [ SERVER-VCENTER vKernelRO
= vEernelRQ
=] esx1.vkernel.local (mail |LALCIS Virtual Machines ' Hosts ' IP Pools ' Performance ' Tasks &Events ' Alarms ' Permissions ' Maps ' Storage Views [JUGEIGRIELELEY
WSK-001
% WSK-002 Mame contains: Clear  Sean... Attach... Help  Admin View
= 2.vkernel.local {mail
=) gxsk\:ouel (e Attached Baseline Groups - | Aftached Baselines - |Type ‘ Host Compliance ‘# Hnsts‘
B esx3.vkernel.local (mail & Al Groups and E| | w| [ anappii Hosts 4 |
esxd.vkernel.local {mail &) Patch ESXi & hosts Patch & Non-Compliant 4
& Incompatible o
(@ Unknown "]
" Compliant 1]
All Groups and Independent Baselines > All > & Non-Cs and & and @ L and .
Host Name = ‘ Patches ‘ Upgrades | Extensions ‘Aﬂached Baselines Last Patch Scan Time =
& esxivkernel.local &3 Mon-Compliant (1) Patch ESXi 5 hosts 6/30/2012 7:04:10 PM
& esx2 vkernel local &) Non-Gompliant (1) Patch ESXi 5 hosts 6/30/2012 7:04:10 PM
& esx3vkernel.local &3 Mon-Compliant (1) Patch ESXi & hosts 6/30i2012 7:04:10 PM LI
= p—— n ro———— P TESrera——ry—r—— T T
Hide Hosts | [L)]Stagem Egifmed\ate‘.. |
T | ]|
Recent Tasks WWW.VkaC].rO/b]Og Name. Target or Status contains: - I Clear %
Name | Target | status | Details | Initiated by | vCenter Server ﬂ
¥ Instal B esxivkernellocal 5% ) com.vmware.velntegrity (5 SERVER-VCENT
@ Install B esxdwkernellocl e com.vmware.vcIntegrity @ SERVER-VCENT
¥ Instal B esxswkemelloal 5% ) com.vmware.velntegrity [ SERVER-VCENT
¥ Install [d esx2wkernelloal 5% com.vmware.velntegrity 7]
4]

SER\;’ER—VCEE'i;I
»

[VKERNEL\administrator 7

[ Tasks @ Marms |
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el yustie ool ploxil <wUpdate g9 4 axsi b Oldae ol jloy aS wis 3 fo)L35o syl o, b ESX slacsls

ERVER-VCENTER - vSphere Client ] 3
File Edit View Inventory Administration Plug-ns Help
a ‘Q Home b g Inventory b [l Hosts and Clusters ‘ w Search Inventory ‘Q|
(i) RN G
El &) SERVER-VCENTER vKernelRO 1
= vKernelRO' 4
= i ummary  Virtual Machines ' Hosts | IP Pools | Performance ' Tasks &Events ' Alarms | Permissions ' Maps | Storage Views [QUELEGIGERELRTY
Mame contains: Clear  Scan...  Attach... Help  Admin View
Altached Baseline Groups = | Altached Baselines = ‘Type | Host Compliance ‘# Hosis‘
& All Groups and i | [ ar W [ B ansppli Host 4
€93 Patch ESXi 5 hosts Patch € Non-Compliant 4
& Incompatible o
(@ Unknown 1]
+ Compliant /]
All Groups and Independent Baselines > All > & Non-Compliant and A ible and (@ | and .
Host Name - ‘ Patches | Upagrades |Exlensmr|s |Aﬂanhad Baselines Last Patch Scan Time {=]
esx1.vkerneliocal &3 Non-Compliznt (1) Patch ESXi 5 hosts 6/30/2012 7:04:10 PM
esx2 vkernellocal &3 Non-Compliant (1) Patch ESX1 5 hosts 63002012 7:04:10 PM
esx3.vkerneliocal €3 Non-Compliznt (1) Palch ESXi 5 hosts 6/30/2012 7:04:10 PM LI
Hide Hosts: | [L)]Smga... gEmedlabe.‘. |
EI— [
Recent Tasks Www.vkernel.ro/blog Name, Target or Status contains: ~ Clear %
Name | Target | status | Details | mnitiated by | vCenter Server ﬁ
@ Initiate host reboot Q esxlvkernellocl @ Completed com.vmware.vclntegrity @ SERVER-VCEN
@ Initiate host reboot Q esx3.vkernel locl @ Completed com.vmware.vclntegrity @ SERVER-VCENT
¥ Check B esxtvkemnellocl @ Completd com.vmware.vcntegrity [ SERVER-VCENT
¥ Check [} esx3.vkernellocl D Completed com.wmware.vcIntegrity i) SERVER-VCENT®.
| | »
[ Tasks @ Marms | [VKERNEL'administrater %

Ngd oo 9y e slagmils g oad ¢, Maintenance cll> 5l |5sg & )50 4 lacals ,anT S oSS 5 o

* Reboot
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ERVER-VCENTE

Sphere Client

=100 x|
File Edit View Inventory Administration Plugdns Help
a E ‘E} Home b 8] Inventory b [El Hostsand Clusters ‘ W Search Inventory ‘Q ‘

el R L

El [if SERVER-VCENTER

vKernelRO
= [f vkernelRo
=] & esxl.vkernel local ummary ' Virtual Machines ' Hosts ' IPPools ' Performance ' Tasks &Events ' Alarms ' Permissions ' Maps ' Storage Views Q-LEi-RGFGETLEN
WSK-001
g WSKk-002 Mame contains: Clear  Scan... Attach... Help  Admin View
esx2.vkernel.local
=l E @ SRV-001 Aftached Baseline Groups - | Aftached Baselines - |Type | HostGompliance |# Hasts‘
B esxavkerneliocal &3 All Groups and S »| | A1Applicable Hosts 4
B esxt.vkemellocal (mai 3 Patch ESXi 5 hosts Patch £ Non-Compliant 4
A Incompatible 0
(@ Unknown 1]
«* Compliant o
All Groups and Independent Baselines = All > & Non-Ci and A& and @ L and
Host Mame - ‘ Patches ‘ Upgrades | Extensions |Attal:had Baselines | Last Patch Scan Time o
esx1.vkernel.local &3 Non-Compliant (1) Patch ESXi5 hosts B6/30/2012 7:04:10 PM
esx2.vkernel.local &4 Mon-Compliant (1) Patch ESXi 5 hosts B6/30/2012 7:04:10 PM
E esx3.vkernel local &3 Non-Compliant (1) Patch ESXi5 hosts B6/30/2012 7:04:10 PM
e e e
. _>| Hide Hosts. [Q]Smge... | Eﬁ.emedlahe... |
Recent Tasks WWW.Vkeme].I{)/b]Og Mame. Target or Status contains: -~ I Clear X
Name | Target | status | Details | Initiated by | vCenter Server Al
@ Power On virtual machine @ WSK-001 20% @) com.vmware.vcIntegrity @ SERVER-VCEN
# Exit maintenance mode B esxivkemnellocl © cComplesd com.vmware.vcIntegrity [BP SERVER-VCENT
@ Exit maintenance mode B esx3.vkernellocl @ Completed com.vmware.vcIntegrity EA? SERVER-WVCENT
%' Power Onvirtual machine G SRv-001 @ Complesd com.vmware.vcIntegrty [ SERVER-VCENTX
| | »

F Tasks @ Marms |

[VKERNEL'administrator .z

File Edit View Inventory Administration Plug-ins Help

SERVE 'CENTER - vSphere Client

ﬁ ﬁ ‘Eﬁ Home b g Inventory D@ Hosts and Clusters

‘ W Search Inventory

(5 == TLE N < R e}

El ) SERVER-VCENTER
E

= [@ esxlvkernel.local

5 WsK-001

3 wsk-002
B [@ esx2.vkernel.local

(T SRv-001
[@ esx3.wkernellocal
[ esx4.vkernel.local

vKernelRO
ummary ' Virtual Machines ' Hosts | IP Pools | Performance | Tasks & Events | Alarms | Permissions | Maps  Storage Views RVBLECIGEUEGE
Name contains: I Clear  Scan...  Attach... Help  Admin View
Attached Baseline Groups - | Aftached Baselines - ‘Typa | HostCompliance |# Hnsisl
+ All Groups and | v ar »| | Alpplicable Hosts 4
+" Patch ESXi & hosts Patch & Mon-Compliant V]
& Incompatible 0
(@ Unknown 0
+" Compliant 4
100%
Compliant
All Groups and Independent Baselines > All > & Non-C and & and @ L and ..
Host Name -’ ‘ Patches ‘ Upgrades | Extensions |Attached Baselines Last Patch Scan Time
Q esx1.vkernel.local " Compliant (1) Patch ESXi5 hosts &302012 7:19:30 PM
E esx2.vkernel.local + Compliant (1) Patch ESXi5 hosts B302012 7:19:21 PM
E esx3.vkernel.|ocal +" Compliant (1) Patch ESXi5 hosts 6/30/2012 T:19:21 PM
E esxd.vkernel.|ocal + Compliant (1) Patch ESXi5 hosts 6/30/2012 7:19:28 PM

www.vkernel.ro/blo;

g Hide Hosts

[Jstage... | Garemedint=... |

Y] Tasks @ Alarms |

|VKERNEL\administrator
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